Security measures for prevention of cyber attacks (CIAD-2019-S1)

I. Measures for prevention of Web intrusion attacks:


Use latest version of Web server, Database Server, Hypertext Processor (PHP).



Apply appropriate updates/patches on the OS and Application software



Conduct complete security audit of web application, web server, database server
periodically and after every major configuration change and plug the vulnerabilities
found.



Validate and sanitize all user input, and present error messages that reveal little or
no useful information to the user to prevent SQL injection attacks.



Enable and maintain logs of different devices and servers and maintain the same for
all the levels.



Use Security Information and Event Management (SIEM) and/or Database Activity
Monitoring (DAM) solutions.



Search all the websites hosted on the web server or sharing the same DB server for
the malicious webshells or any other artefact.



Periodically check the web server directories for any malicious/unknown web shell
files and remove them as and when noticed.



In order to identify Webshells, scan the server with Yara rules



Change database passwords of all the accounts available in the compromised
database server. Also change the passwords/credentials stored in the databases
present on the database server.



Use an application firewall to control input, output and/or access to the web
application.



Limit the file types allowed to be uploaded to the web server by using a list of
predetermined file types. Define permissions on the directory the files are uploaded
into, to prevent attackers from executing the files after upload.



Consider using File Integrity Monitoring (FIM) solution on web servers to identify
unauthorized changes to files on the server.
Page 1 of 8

Annexure to CIAD-2019-S1

II. Measures for prevention of Denial of Service (DoS/DDoS) attacks:
1. Measures for detection of attacks


Understand your current environment, and have a baseline of the daily volume,
type, and performance of network traffic.



Enable adequate logging mechanisms at perimeter level, server, system level
and review the logs at frequent intervals.



Continuously monitor the network activities & server logs to detect and mitigate
suspicious and malicious activities in your network. Review the traffic patterns
and logs of perimeter devices to detect anomalies in traffic, network level floods
(TCP, UDP, SYN, etc) and application floods (HTTP GET) etc.



Preserve all logs indicating type of attack and attack sources.

2. Protection measures


Thoroughly scan the network and online applications and plug any existing
vulnerability in the network devices, Operating Systems, Server software and
application software and apply latest patches/updates as applicable.



Employ defense-in-depth strategies: emphasize multiple, overlapping and
mutually supportive defensive systems to guard against single point failures in
any specific technology and protection method.



Deploy appropriate Intrusion/DDoS Prevention System capable of detecting and
mitigating DDoS attacks. Ensure that Intrusion/DDoS Prevention System contain
signatures to detect the attacks launched from common attack tools.



Sudden surge in inbound traffic to any critical server or services, such as ICMP
floods, UDP/TCP flood etc. could be due to Distributed Denial of Service (DDoS)
attacks. If such attacks are observed, implement appropriate response measures
in coordination with Internet Service Provider (ISP).



Identify the attack sources. Block the attack sources at Router/Packet filtering
device/DDoS prevention solutions. Disable non essential ports/services.
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To counter attacks on applications, check the integrity of critical application files
periodically and in case of suspicion of attack restore applications and content
from trusted backups.



Maintain list of contacts of ISPs, vendors of network and security devices and
contact them as appropriate.



In case your SLA with ISP includes DDoS mitigation services instruct your staff
about the requirements to be sent to ISP.



Have a Business Continuity Plan and Disaster Recovery Plan ready for activation
in case of emergency.

III. Measures for prevention of Targeted Attacks (Advanced Persistent
Threats):



Block/restrict connectivity to the malicious domains/IPs shared by CERT-In from
time to time. If any of the machines are found contacting them, take volatile
evidence, isolate the machine, start necessary mitigation and containment
procedures. Take forensic image of the machine for root-cause analysis. It is
recommended to restore the system from a known good back up or proceed to a
fresh installation.



Keep up-to-date patches and fixes on the operating system and application
software such as client side softwares, including Adobe Products (Reader, Flash
player), Microsoft Office suite, browsers & JAVA applications.



Restrict execution of powershell/WSCRIPT in enterprise environment. Ensure
installation and use of the latest version (currently v6.2.2) of PowerShell, with
enhanced logging enabled, script block logging and transcription enabled. Send
the associated logs to a centralized log repository for monitoring and analysis.
Reference:
https://www.fireeye.com/blog/threatresearch/2016/02/greater_visibilityt.html



Disable macros in Microsoft Office products. Some Office products allow for the
disabling of macros that originate from outside of an organization and can
provide a hybrid approach when the organization depends on the legitimate use
of macros. For Windows, specific settings can block macros originating from the
Internet from running.
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Control outbound DNS access. Permit internal enterprise systems to only initiate
requests to, and receive responses from, approved enterprise DNS caching
name servers. Monitor DNS activity for potential indications of tunnelling and
data exfiltration, including reviewing DNS traffic for anomalies in query request
frequency and domain length, and activity to suspicious DNS servers. The
dnscat2 tool alternates between CNAME, TXT, and MX records when it is
operating. Investigate abnormal amounts of these records going to the same
second level domain, or a group of second level domains.
References: https://www.us-cert.gov/ncas/alerts/TA15-240A
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-81-2.pdf



Deploy web and email filters on the network. Configure these devices to scan for
known bad domains, sources, and addresses; block these before receiving and
downloading messages. Scan all emails, attachments, and downloads both on
the host and at the mail gateway with a reputable antivirus solution.



Deploy Microsoft's Enhanced mitigation Experienced Toolkit (EMET) which
provides end node protection against zero day vulnerabilities and blocks and
prevents memory based attack approaches.
Reference: http://support.microsoft.com/kb/2458544



Enhance the Microsoft Office security by disabling ActiveX controls, Macros,
Enabling Protect View, File Protection Settings.



Apply software Restriction policies appropriately. Disable running executables
from unconventional paths.



Protect against drive-by-downloads through controls such as Browser JS Guard



Leverage Pretty Good Privacy in mail communications. Additionally, advise the
users to encrypt / protect the sensitive documents stored in the internet facing
machines to avoid potential leakage



Exercise caution when opening e-mail attachments even if the attachment is
expected and the sender appears to be known.



Scan for and remove suspicious e-mail attachments; ensure the scanned
attachment is its "true file type" (i.e. the extension matches the file header). Block
the
attachments
of
file
types,
"exe|pif|tmp|url|vb|vbe|scr|reg|cer|pst|cmd|com|bat|dll|dat|hlp|hta|js|wsf"
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If using VPN services to access organizational networks, consider configuring
mandatory 2 Factor authentication. It is recommended to consider an additional
form of authentication, prior to granting access to internal network resources.



Consider limiting users’ access using VPN services to a single IP address at a
time. No multiple simultaneous remote access by the same user should be
allowed.



Consider Geo-limiting users access to known geographical locations. Use
GeoLocation analysis to identify impossible connections, such as a user calling
from 2 points geographically remote in a short period of time.



Check if the VPN software writes session data to the remote workstation's disk. If
possible, use a connection method that keeps the data in memory only,
preferably encrypted.



Maintain up-to-date antivirus signatures and engines.



Restrict users' ability (permissions) to install and run unwanted software
applications.



Enforce a strong password policy and implement regular password changes.



Enable a personal firewall on workstations.




Disable unnecessary services on agency workstations and servers.
Exercise caution when using removable media (e.g. USB thumbdrives, external
drives, CDs, etc.).



Scan all software downloaded from the Internet prior to executing.



Maintain situational awareness of the latest threats; implement appropriate ACLs.

IV. System/User level countermeasures


Use limited privilege user accounts on the computers and allow administrative
access to systems via special administrative accounts for administrators.



Limit or eliminate the use of shared or group accounts.
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Practice safe Email and Browsing practices. Do not visit untrusted websites. Do
not download/open links or open attachment in emails received from untrusted
sources. Exercise caution while opening email attachments, even if the
attachment is expected and sender appears to be known.



Enforce a strong password policy and implement regular password changes.



Enable personal firewall on workstations.



Install and scan anti malware engines and keep them up-to-date.



Isolate compromised computers quickly to prevent threats from spreading further.
Perform a forensic analysis and restore the computers using trusted media.



Configure email server to block or remove email that contains file attachments
that are commonly used to spread threats, such as .vbs, .bat, .exe, .pif and .scr
files.



Disable unnecessary services on workstations and servers.



Maintain situational awareness of the latest threats, implement appropriate ACLs.

V. Measures for prevention of ransomware


Perform regular backups of all critical information to limit the impact of data or
system loss and to help expedite the recovery process. Ideally, this data should
be kept on a separate device, and backups should be stored offline.



Check regularly for the integrity of the information stored in the databases.



Regularly check the contents of backup files of databases for any unauthorized
encrypted contents of data records or external elements, (backdoors /malicious
scripts.)



Ensure integrity of the codes /scripts being used in database, authentication and
sensitive systems



Establish a Sender Policy Framework (SPF) for your domain, which is an email
validation system designed to prevent spam by detecting email spoofing by
which most of the ransomware samples successfully reaches the corporate email
boxes.
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Keep the operating system third party applications (MS office, browsers, browser
Plugins) up-to-date with the latest patches.



Application white listing/Strict implementation of Software Restriction Policies
(SRP)to block binaries running from %APPDATA% and %TEMP% paths.
Ransomware sample drops and executes generally from these locations.



Maintain updated Antivirus software on all systems



Don't open attachments in unsolicited e-mails, even if they come from people in
your contact list, and never click on a URL contained in an unsolicited e-mail,
even if the link seems benign. In cases of genuine URLs close out the e-mail and
go to the organization's website directly through browser



Follow safe practices when browsing the web. Ensure the web browsers are
secured enough with appropriate content controls.



Network segmentation and segregation into security zones - help protect
sensitive information and critical services. Separate administrative network from
business processes with physical controls and Virtual Local Area Networks.



Disable ActiveX content in Microsoft Office applications such as Word, Excel, etc.



Disable remote Desktop Connections, employ least-privileged accounts. Limit
users who can log in using Remote Desktop, set an account lockout policy.
Ensure proper RDP logging and configuration.



Restrict access using firewalls and allow only to selected remote endpoints, VPN
may also be used with dedicated pool for RDP access



Use strong authentication protocol, such as Network Level Authentication (NLA)
in Windows.



Additional Security measures that may be considered are



Use RDP Gateways for better management



Change the listening port for Remote Desktop



Tunnel Remote Desktop connections through IPSec or SSH



Two-factor authentication may also be considered for highly critical systems



If not required consider disabling, PowerShell / windows script hosting.



Restrict users' abilities (permissions) to install and run unwanted software
applications.
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Enable personal firewalls on workstations.



Implement strict External Device (USB drive) usage policy.



Employ data-at-rest and data-in-transit encryption.



Consider installing Enhanced Mitigation Experience Toolkit, or similar host-level
anti-exploitation tools.



Block

the

attachments

of

file

types,

exe|pif|tmp|url|vb|vbe|scr|reg|cer|pst|cmd|com|bat|dll|dat|hlp|hta|js|wsf


Carry out vulnerability Assessment and Penetration Testing (VAPT) and
information security audit of critical networks/systems, especially database
servers from CERT-IN empaneled auditors. Repeat audits at regular intervals.
******
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